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Let's make SMU safer by restricting administrative access
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How PAM achieves this

Policies, Procedures,
Awareness

Perimeter
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We are able to address these issues now

Lack of 2 factor Approval Provide audit Administrative
authentication Workflow records of access not
access monitored
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2FA

Mobile apps Phone calls Text messages
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Access approval

Password View Request Approval

IC: 1338
Account Name:

Application Name:

Host Mame:

Device Name:

Auto Connect:

Requested By:

Request Start Date:

Request End Date:

Reason: Severity 1: Manual recovery from server outage
Reason Description:

Reference Code:

Status: Approve v
Reason: Approve v
Reason Description: approval for case #1999999{

ok || cancer
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Auditing

View Password Requests

Report Generated: 2018107124
Time Zone: AsialSingapore Sorted by: Date
Date Range 2018/07/24 to 201807/24 Tatal entries: &

Hostname Application Account Reason Details Requestor

201810724 Other ssmu.edu.sg
17:06

201810724 1 Other wsmu.edu.sg
16:04

201807/24 | Other ssmu.edu.sg
14:41

201810724 1 Other wsmu.edu.sg
09:02

201807/24 1 Other ssmu.edu.sg
08:34

201810724 ] Oiher tsmu.edu.sg
08:20
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Access recording




Session Recording Viewer MEIE
File View Operation Settings Help
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Q Windows Server 2008

Enterprise



Issues

Your password or your life

Not a one size fits all deployment

Approver unavailable == No access
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Key takeaways




Administrative accounts are the greatest asset, secure it




Use a PAM to provide access without revealing password
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And finally a "break glass account”
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In case of fire
break glass
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THANK YOU
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