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Agenda =SCIS

e What is an API?

e APl economy

e What problem does it solve?
e Various types of APIl gateway
e NIE high level deployment

e Demo using NIE APl gw
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What is API?
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APl economy

GROWTH IN TOTAL # OF PUBLIC APIs

2006 2007 2008 2009 20m 2012 2013

Actual Number of APIs Growth Prediction
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API Frenzy ACIS

u 15B+ API calls a day /=<l 1B+ APl calls a day
E:, 10B+ AP calls a day b 1B+ API calls a day
n 7B+ APl calls a day 1.5B+ API calls a day
8014
6000
4000

API Growth Rate So A P
Source: Programmable Web software
I 7o+t R AP e

N— An Institute of

N
NIE NANYANG
NATIONAL TECHNOLOGICAL
NATRON o UNIVERSITY
EDUCATION
SINGAPORE SINGAPORE




Restricted

Types of API ACIS

» Three types of APIs :

— Open APIs: these APIs are publicly available on the web. They
are made available to all developers through a simple online
contract.

— Semi-open APIs: these APIs are accessible to a limited number
of partners selected by the company.

— Closed APIs: these APIs are for the company's internal
operations; their use is reserved for internal developers.
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W
What problem does a gateway solve?  3CIS

Desktop Client

 Abstraction of backend ([ —

servers — Facade pattern o .
« BFF pattern — Backend for e -
| ]

Frontend pattern

O

* Micro-services ) ’
* Single entry point for \ / Perimeter
Integration N\ /

* Policy management
« Service bus

General Purpose Server-side API

Downstream Services
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API facade pattern acis

App
App Developer

| | |
| .

AP Facade ’

Sig JDBC
System

« Simple interface to a complex system
 Future-proof your systems
« Hiding the internal implementation (abstraction)
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BFF pattern

* https://microservices.io/patter
ns/apigateway.html

« A layer of BFF services that
mesh up the next layer of
micro-services

* One BFF per mobile
experience

* Provides Optimal call for each
client
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Client
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Desktop Client

|

Y

Perimeter

Y

Mobile Client BFF

Desktop Client BFF

Downstream Services
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Micro-services architecture acis

Core Services

Domain A Domain B Domain C

« An architectural style that structures an application as a collection
of loosely coupled service
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Monolithic Architecture

Traditional web application architecture

StoreFrontUl

Accounting
Service

Browser [€—> Apache

InventoryService

MySQL
Database

Shipping
Service

Simple to

develop
test
deploy
scale
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Micro services architecture

REST
AP

hMaobile app

Browsar
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Use an AP| gateway
Single entry point

Product Info
service

Traditional server-side
web application REST Recommendation

Service

Controller

Browser/Native App

Client
specific APls

Protocol
translation
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API policies SCIS

Access restriction policies

— Parameters type check

— Restrict caller IP

— Authorization protocol (OAUTH, SAML)
— Limit call rate (throttling)

Authentication policy
— Cert verification

Advance flow
Caching

Transformational
— Conversion of JSON to XML
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Enterprise Service Bus acis

* Integrate systems by a
communication bus Y T

{e.g. J2EE, NET)
 Decouples systems from  « -
each other, communicate =\
without knowledge of other
systems on the bus.

« Move away from point-to-
point integration, which is
hard to manage over time
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2 main differences

acis

« APIs are consumption-centric, whereas services exposed

through ESB are exposure/reuse focused.

* The logic for “orchestration” is not a significant driver for

the API layer

Apps

Secure API
Runtime
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Mediation Extensions Security

management

Message logging
Spike arrest
Threat protection

Policy types:
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Backend
services
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Enterprise APl gateway aCIS

~* Feature rich
@ MUleSOft * On premise or on

a ™

technologies

apigee
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Cloud-base API gateways aCIS

* Pay as you go
* Important
abstraction

component of
cloud architecture
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Open source Gateway

#\ Kong

NETFLIX
ZUUL

WS D)

acis

Open source version
alternative

Up and coming niche

player

—Kong build on Nginx
(high performance
load balancer)
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APl management atiS

Scalability
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API journey timeline acIs

Jan 2016 May 2016 Aug 2016 Dec 2016
Mobile POC done API Procurement April 2017 Sept 2017
architecture for Mulesoft awareness using bulk Production APIs review

revamp and CA workshop tender

UNIVERSITY
SINGAPORE

S An Institute of
N
NIE | B0 i
@
ED! I( w? @/




Restricted

NIE API deployment acis

|
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Publish an API in Gateway
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Use Case SEIS

> To Publish “CourseList” APl from StudentService

application in Gateway.

» Apply Policies
¢ Audit log
¢ Protect URL from SQL Attack
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Gateway IDE acis

File Edit Tasks View Help
W connect % Disconnect @ Refresh §) Home [T} Preferences
Assertions Identity Providers

Seardm] v L

SRS Pokicy Assertons $
@[ Access Control
@} (& Transport Layer Security (| #
@} (3 XML Security
&} (£ Message Vakidation/Transt ¥
@} (3 Message Routing X
@) (3 Service Avalabiity

Home x

Create LDAP Identity Provider

Create Simple LDAP Identity Provider

- () Logging, Auditing and Aler | @ Create Federated Identity Provider
@} (3 Policy Logic
@[3 Threat Protection
@ [ Internal Assertions Create Internal User
- [ Policy Templates
. " Create Internal Group
Search Identity Provider
Search v

Publish SOAP Web Service

Publish Web API

Publish RESTful Service Proxy With WADL

TECHNOLOGICAL
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Publish API acis

Publish Web API Wizard X

Steps

1. Service Information
2. Access Control

Enter the name of the non-SOAP application you want to publish:

Service Name: GatewayAPI

Enter the HTTP URL that the Gateway should forward requests to:

TargetURL: https: //StudentServices.sg/Course /CourseList

Complete the Gateway URL that will receive service requests:

Gateway URL: http(s):/Aapigw.sg/ CourselList|

Spedify the connection and routing information for the non-SOAP application. A

Back Next Finish Cancel Help
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Publish API acis

% Connect @ Disconnect %’ Refresh ﬁ Home E;I/ Preferences

Assertions  Identity Providers GatewayAPI [/CourseList] (v9/9, active) [x
Search R M
{55 Policy Assertions e Save and Activate Save [@ Validate 45 ExportPolicy 43 ImportPolicy € Import From UDDI
",
------ ﬁ Route via HTTPS to https:/ /StudentServices.edu.sg/Course [Courselist
W
L

An Institute of
N
;N IE T NANYANG

NATIONAL = TECHNOLOGICAL
INSTITUTE OF \Y . w

EDUCATION
SINGAPORE

SINGAPORE




Publish AP ]

END USER

access l t Response

https://apigw.sg/CourseList

Redirects Response
request

https://StudentServices.edu.sg/Course/CourseList




Restricted

File Edit Tasks View Help

% Connect @ Disconnect '%' Refresh ﬂa Home Ey" Preferences

Assertions  Identity Providers GatewayAPI [/ CourseList] (v7/7, active) x
Search s

EI--- Policy Assertions
"|j Access Control
" 3 Transport Layer Security (TLS)
G- (3 XML Security
" [ Message Validation/Transformation
"Ij Message Routing
"G Service Availability
& 3 Logging, Auditing and Alerts
"|j Palicy Logic
" 3 Threat Protection
"Ij Internal Assertions
G- 3 Policy Templates

Save and Activate Save [ Validate @ Export Policy @ Import Policy ﬁ Import From UDDI 52 Sho
S
i

ﬁ Route via HTTPS to hit StudentServices.ed CoursefCourselist
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NIE Moblile App
Consuming APIs via
Gateway

acis




T . 0 % Nf =01 100% 0 19:58 Mobile
D A = O 0~ Functions
Login Home News  AskUs AboutUs Wi
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Remember Me Course,
ogin Exam ‘
Forgot password? )
Car
Park
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APl
Gate
way

Applications

Access Matrix
(product)

Portal
(Java)

> Student Service
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Car Park
(PHP)
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Gateway Policies

¢ Caching

¢ Throttling
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Caching acis

Gateway can cache the response from API for a “user
defined period” of time.

File Edit Tasks View Help

‘ Connect @ Disconnect @ Refresh {i Home Ey Preferences

Assertions Identity Providers
Sear d'l !E v
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A
eg: Cache Response for 5 secs

acis
Secs
Firstcallto APl —— 1 — Response Is cached | ——
and returned
Subsequent T 27 Response from Cache
Calls _
) 6 — Response from Cache
—— 7 —| Hits the server after5 | ———
) Secs
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Throttli Nng acis

Gateway helps to regulate the rate at which the request is
processed per unit time

@A Rate Limit Properties X
Maximum requests per second: |1 Chuster wide Spread limit over |1 seC window
Limit each: |User or dient IP "
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Throttling acis

Save and Activate Save [@: Validate 4B ExportPolicy 4B ImportPolicy & Import FromUDDI $ Show Comments i= Show Assertion Numbe
- [ | Z . A | [cCaseSensitive []st

|

g W Audit Messages in Policy
Set Context Variable time as String to: ${gateway.time.rfc1123}

é Apply Rate Limit: average (over 1 seconds) 1 msag/sec per User or dient IP

%, Return Template Response to Requestor
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Database API
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Database API ack

Ca IDBC Connection Properties o

Connection Mame: MIE

Basic Connection Configuration

Driver Class: | com.|7tech.jdbc.orade. OradeDriver e
Supports Orade Database
JDEC URL: jdbc:Ttech:orade: fiMNNMN.N.N.N:PPPP;DatabaseMame =xxx

User Mame: WX

Password: Tl [] Show Password

Mote: plaintext password. Consider rewriting as secure password reference instead.

Pool Configuration

Minimum Pool Size: 3=
Maximum Pool Size: 15 =
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Database API ack

Save and Activate Save [ Validate sﬁ Export Policy sﬁ Import Policy i

o [F Audit Messages in Polic
- g Perform JDBC Query - select

V" Set Context Variable xmlRes as Message to: ${jdbcQuery. xmiResult}

[ §{xmiRes}: Apply JSON Transformation
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Database API acis

Ca JDBC Query Properties >

JDBC Connection

Choose one connection | MNIE v

SQL Query
Convert Variables to Strings

Query Timeout: |0 seconds 1

WARNIMNG: Use of non-select queries may destroy data or the database.

exec P GET STUDENT (™X3XXXX™) -ﬁ

Test
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Database API

. Get Result .

Result

PERSONID geee
PERSONNAME TAN
NRIC seee
ROLEID eeee
MATRICULATION_NUMBER geee
PROGCATEGORYMNAME H
PROGCATEGORYID eeee
PROGRAMMENAME Master of Education
PROGID Peeee
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Successful API
Implementation
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